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American International Group, Inc. (AIG) is a leading global insurance organization. AIG member companies provide a wide range of property casualty insurance, life 
insurance, retirement solutions and other financial services to customers in approximately 70 countries and jurisdictions. These diverse offerings include products and 
services that help businesses and individuals protect their assets, manage risks and provide for retirement security. AIG common stock is listed on the New York Stock 
Exchange. Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance www.twitter.com/AIGinsurance | 
LinkedIn: www.linkedin.com/company/aig. These references with additional information about AIG have been provided as a convenience, and the information contained 
on such websites is not incorporated by reference herein. AIG is the marketing name for the worldwide property-casualty, life and retirement and general insurance 
operations of American International Group, Inc. For additional information, please visit our website at www.aig.com. All products and services are written or provided 
by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries and jurisdictions, and coverage is subject to 
underwriting requirements and actual policy language. Non-insurance products and services may be provided by independent third parties. Certain property-casualty 
coverages may be provided by a surplus lines insurer. Surplus lines insurers do not generally participate in state guaranty funds, and insureds are therefore not protected 
by such funds. American International Group UK Limited is registered in England: company number 10737370. Registered address: The AIG Building, 58 Fenchurch Street, 
London EC3M 4AB. American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and 
Prudential Regulation Authority (FRN number 781109). This information can be checked by visiting the FS Register (www.fca.org.uk/register).

How it works
MFA, short for Multi Factor Authentication, adds extra steps to the login process beyond just a password, making it 
harder for unauthorised individuals to access an account or network. For instance, besides your password, you might 
need to enter a code sent to your phone. This code acts as a second verification step, proving you’re authorised to 
access the network.

By adding this extra layer, it’s tough for hackers to breach an account since they would need physical access to your 
phone, which makes you less of a target.  Different types of MFA include hardware keys, phone calls, or fingerprint scans, 
all adding layers of security. The main idea of MFA is to require extra ways to confirm identity before granting access.

Implementing MFA
There are various ways of implementing MFA – if you use cloud-based services such as Outlook, the service providers 
(like Microsoft)  have guides on their website for setting up MFA. There are also various MFA service providers that offer 
software to small businesses, usually requiring people to use their phones for authentication.

Why MFA is important
Relying solely on passwords poses risks, as even complex ones can be hacked, potentially leading to business 
interruptions and costly damage. MFA is crucial because it adds an extra barrier if a password is compromised, 
making it harder for hackers to gain access and preventing potential breaches. This is especially important with the 
rise of remote work and it is highly recommended that MFA is in place when employees are working from home.
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